CITY OF PEMBROKE PINES SOCIAL MEDIA POLICY

I.	Purpose:

A. To establish guidelines, procedures, limitations and responsibilities for utilizing the City’s official Social Media sites. The City of Pembroke Pines may use certain Social Media to further the City’s strategic goal of “Clear Communication,” increase public awareness of City business, programs, policies, services, and events, enhance the City’s branding and marketing efforts, and promote public trust, government transparency and accountability. 

B. The City recognizes that availability of technology and growing integration of social networking through the use of social media necessitates providing City staff with information on risks inherent in the use of Social Media, and guidelines for the personal use of social media while employed by the City. The purpose of this policy is to inform all City employees of the risks inherent in personally utilizing Social Media, and establish guidelines for all employees utilizing social media while on or off duty. 

II. Scope of Applicability

This policy applies to all Employees. This policy will supersede and replace any and all previous policies, regulations, general orders, etc. pertaining to social media and Employee use thereof.

This policy applies to all equipment that is owned or leased by the City or used to conduct official City business or to interact with internal networks or business systems, whether owned or leased by the City, Employees, or third parties.

If the provisions of this policy conflict with a collective bargaining agreement, the collective bargaining agreement will prevail.


III. Definitions:

A. Authorized departments include the Communications Division Director that serves as the City’s primary spokesperson, the Social Media Specialist in the City’s Office of Communications, and City departments that have been granted authorization through the procedure established in this policy (e.g. The Police Department, The Fire Department, The Frank Art Gallery), allowing them to use Social Media sites to achieve City goals.  Other departments are encouraged to contact the Division Director of the Office of Communication to disseminate department information via the City’s existing Social Media accounts.

B. Authorized employees are City employees who are authorized through the Office of Communications to represent the City or a specific department in an official capacity via Social Media sites. 

C. Communications Division Director shall mean the Division Director of the City’s Office of Communication. 

D. Employees shall mean management and non-management employees, and all individuals performing municipal services on behalf of the City pursuant to a contract, including, but not limited Facilities Contract Services.

E. Social Media is a broad term encompassing, but not limited to: social networking sites (e.g., Facebook, Foursquare, Linkedin), micro-blogging sites (e.g., Twitter, NextDoor), media sharing sites (e.g., Flickr, YouTube, Instagram), blogs, chat rooms, forums and discussion boards (e.g., Google Groups, Yahoo! Groups), online encyclopedias (e.g., Wikipedia, Sidewiki), bookmarking sites (e.g. Pinterest).

F. Social Media use includes, but is not limited, to: creating, posting, commenting on, responding to comments or otherwise utilizing any form of Social Media on any device as a representative of the City while on or off duty.

G. Work hours are defined as time employees are scheduled to work, except for meal periods and breaks, and/or, as otherwise defined by a collective bargaining agreement, and departmental operating policies and procedures. In the event of any conflicts, the definitions set forth in collective bargaining agreements or other City policies shall prevail. 

IV. City Social Media Use Policy:

A. The Communications Division Director and authorized departments shall use only Social Media sites that have been approved in advance by the City Manager or his/her designee.  

B. Only authorized employees shall use City’s Social Media sites.

C. To ensure effective and efficient City operations, authorized employees shall maintain an appropriate balance between their Social Media responsibilities and primary job responsibilities.  

D. Communications Division Director shall ensure that the appropriate network protections and record retention measures are in place for all Social Media records generated by authorized employees.   (Currently done by Office of Communications/City Clerk)

E. Use of Pembroke Pines’ Social Media sites must comply with existing City policies and procedures, and all State and Federal copyright laws, records retention laws, and ADA compliance regulations.

F. Authorized departments shall consult with the Communications Division Director to ensure that department Social Media accounts or pages (accounts) are in line with the City’s branding efforts.  All City Social Media accounts shall display the City’s official logo, or the designated logo of the Department (e.g. Police, Fire, and The Frank Art Gallery).   No other accounts, “pages” or city groups are to be created, however, “special event” pages may be requested and created with approval and through the City’s primary page.

G. Communications Division Director is responsible for disseminating content on behalf of the City as a whole. Authorized departments (Police/Fire/The Frank Art Gallery) are granted permission to provide department or service specific content and are responsible for the upkeep of their Social Media accounts in accordance with this policy. When appropriate, they should “share” information already posted on the City’s social media sites (not reword) to ensure one message at all times.

H. Employees shall conduct themselves at all times as representatives of the City of Pembroke Pines, in accordance with the Terms of Use attached hereto as Exhibit “A.”

I. Authorized employees shall ensure that content posted on Social Media serves to achieve the goals outlined in the purpose section of this policy, provides valuable information to our community, is accurate, up to date and transparent. Information shall be presented in conversational language.

J. To foster public engagement, authorized employees shall respond to public inquiries on the City’s official Social Media accounts in a timely manner, when response is appropriate.  In some instances, a formal reply via letter, email, or a phone call may be more appropriate than a direct reply on Social Media.

K. Where appropriate, content or response shall include a link to the City’s official web site (www.ppines.com) for more information, forms, documents or online services necessary to conduct business with the City of Pembroke Pines.

L. If public records requests are made via City’s Social Media sites, authorized employees shall address them with the following response:  “We are happy to help you with your request; however, pursuant to our social media Terms of Use, we are unable to do so via our social media sites at this time.  Please contact our City Clerk’s Office by phone, mail, email, or in person to submit your request.  Their contact information is available on our website.”  

M. Authorized employees have a responsibility to consult with their department director or the Communications Division Director when they are unsure whether the content or response they intend to publicize is appropriate.

N. If a material mistake is made, authorized employees shall post corrected information as soon as possible and include a note that the content is a correction; for example, “This post is a correction to our previous post and contains the latest information.”

O. Authorized employees shall monitor all activity on their designated Social Media sites for compliance with this policy.  If violations are identified, the user violating the policy must be notified of the violation. Inappropriate content shall be removed as soon as possible to ensure a civil environment for all users.

P. Official City Social Media accounts, authorized employees and account access information shall be maintained in a secure network drive folder.  The list shall be updated as needed by the Communications Division Director and shared with the City Manager.

Q. Authorized employees shall ensure the confidentiality of the City’s official Social Media usernames and passwords.  Passwords shall not be changed without prior notification, approval and coordination with the Office of Communications, to ensure continuous data archiving.  To minimize potential risks, passwords shall be changed at least once a year, if there is an internal or external breach, or when changes in authorization occur.

R. Employees may be disciplined up to and including termination for violation of this policy.

V. Employee’s Personal Social Media - Use Risks and Guidelines:     

A. While City employees are not permitted to engage in personal Social Media use during work hours, the City does not prohibit employee personal use of social media outside of work hours.  This policy is not meant to infringe upon employee personal interaction or commentary online; however, activities in or outside of work that affect City employee job performance, the performance of others, or the City business interests are a proper focus for this City policy.

B. Risks. All City employees should be cognizant of the risks inherent in use of social media:

1. The expectation of privacy on social media is limited due to the following facts: 

a. Social media providers collect two types of user information: information you knowingly choose to disclose and web site use information collected as you interact with your website. Companies providing social media services sell data collected on the open market.
b. Social media platforms operate utilizing the Internet which is not necessarily a secure medium subject to the risk of hackings or other security breaches.
c. Contents shared on the World Wide Web may be stored and available even after users delete them.
d. While most social media site providers allow you to adjust your privacy settings, actions taken by other users with whom you may choose to share content may result in such content being visible to unauthorized persons.
e. Information shared on social media, regardless of your privacy settings, may be subject to discovery.
f. Those employed in the public sector should be aware that any work-related social media content may be subject to public records requests per Chapter 119 of Florida Statutes.
g. Those employed in the public sector shall be aware that certain governing body topics are subject to public meeting laws as defined by Chapter 286 of Florida Statutes; thus requiring a properly noticed public meeting, and may not be appropriate for a discussion on personal social media.

2. Despite the disclaimers, due to an Employee’s position in the City, their social media interactions can result in members of the public forming opinions about the City and its employees, vendors, or services.

3. As with any speech, Employee’s may be liable for their online content that constitutes speech that by law and/or case law has been deemed not protected by the First Amendment.  Examples of unprotected speech include but are not    
limited to content that is defamatory, libelous, pornographic or obscene, copyright infringement, advertises illegal products or incites illegal activities.

4. Employees may be disciplined up to and including termination for social media use that constitutes harassment, discrimination, bullying, retaliation or otherwise creates a hostile work environment. 

5. Public employees may be disciplined for off-duty conduct, even when speaking out on the matters of public concern, if an employer’s interest in maintaining efficient operations supersedes employee free speech interests as defined by applicable case law.

6. City employees are prohibited from participating in any activities, while on duty or while wearing a City uniform, which support or oppose a political candidate.  

C. Guidelines.  

1. All employees shall be responsible for complying with City policies, applicable laws and regulations, and exercising good judgment when engaging in Social Media use, including, but not limited to: F.S. Chapter 119, and F.S. Chapter 286.  

2. Employees shall at all times assume that their social media usage and content are visible to their managers, coworkers and employees, professional colleagues, City residents, businesses, current or potential vendors, or others associated with the City.

3. Employee personal social media accounts shall not be used to conduct official City business. 

4. Due to potential security risks, social media use is not permitted on City owned workstations and devices, with the exception of authorized employee access to City established social media sites.

5. City employees shall at all times ensure that their personal opinions expressed on their personal social media are not perceived as official City opinions.  Employees shall not use the City’s logo, seal, or tagline or wear a City uniform in a manner that would lead a viewer to conclude that the employee was speaking on behalf of the City. 

6. City employees shall not disclose on their social media confidential City information, including but not limited to, information pertaining to any litigation to which the City is a party. 

7. City employees shall not share on their social media any information that discloses personal confidential information of City employees, volunteers, applicants, customers, or current or potential vendors, including but not limited to social security numbers, HIPAA and other protected personal information.

8. Guidelines listed in this policy shall not be interpreted to interfere with employee rights under a collective bargaining agreement or protected concerted activity pursuant to Part 2 Chapter 447 of Florida Statutes.

9. While the City does not assume responsibility for regularly monitoring employee social media content, employees may be disciplined up to and including termination for social media use in violation of this policy.

10. If Employees feel that they have been subjected to unlawful discrimination, harassment or bullying on social media by a City employee, they may report it to any one of the following:

· Their immediate supervisor or manager;
· Department Director;
· Director of Human Resources; or 
· A designated representative of the Director of Human Resources.

11. Employees shall not engage in back-and-forth conversation regarding topics that are complex, controversial, or otherwise sensitive. 

12. Employees should not use copyrighted material, City-generated promotional material, trademarks or content of the City (i.e. City Seal, pictures, City Logo etc.) without authorization from the City Manager and/or his/her designee.

13. Employees who are not authorized by the City to serve as Authorized Employees shall make it clear that they are speaking for themselves and not on behalf of the City. If an Employee is authorized to publish content on any site outside of the City’s Social Media sites and such content is related to the work the Employee does or to a subject(s) associated with the City, the Employee is required to use a disclaimer such as this: “The postings on this site are my own and don’t necessarily represent the City’s positions or opinions.”

14. Employees shall never represent themselves as a spokesperson for the City.


VI. City of Pembroke Pines Social Media Use Authorization and Deployment
	Procedures

A. City departments may be granted authorization allowing them to use Social Media site(s) to achieve the goals outlined in the purpose section of this policy, if they can substantiate a unique need for such site(s).  To request authorization, departments shall utilize the following procedure:

1. Department director shall submit a Social Media Account Authorization Request Form (attached as Exhibit B) to the Division Director.

2. Communications Division Director through the City Manager shall have the authority to grant final approval.

B. Deployment procedure:

1. Once a department’s Social Media account is approved, the City’s Social Media designee shall create such account and grant access to the Communications Division Director and authorized department employee(s).

2. Whenever possible, all City Social Media pages shall be created and maintained under the City’s central Social Media account. To ensure continuity of operations, if a new account is to be created, a designated City Social Media email address should be used instead of the individual employee’s email address.  Notifications to these email addresses shall be forwarded to the appropriate authorized employee’s inbox.

3. Authorized employees shall be provided a copy of Pembroke Pines’ Social Media Site(s) Use policy.  Such employees are required to acknowledge their understanding and acceptance of this policy, risks and responsibilities via their signature prior to receiving Social Media access information.

C. Employee authorization procedure:

1. Authorized employees are to be identified when department Social Media accounts are approved.
2. To minimize the risks to the City’s network and reputation, departments are advised to limit the number of authorized employees, optimally to no more than two: one primary and one alternate.
3. Department director shall notify the Communications Division Director of changes in authorization 

VII. New Social Media approval and deployment procedure:

A. From time to time, the Communications Division Director will review new and emerging social media for viability, usefulness and relevance to the goals outlined in the purpose section of this policy. 

B. Departments may also recommend use of new or emerging Social Media utilizing the New Social Media Authorization Request Form (attached as Exhibit C).     

C. Communications Division Director shall evaluate the department’s needs for new Social Media against the potential risks to the City’s reputation, evaluate feasibility of requested Social Media use, and render a recommendation to approve or deny the exception request. 

D. The Communications Division Director through the City Manager shall have the authority to grant final approval for use of new Social Media.

E. The new Social Media site(s) shall be compatible with the City’s Social Media archival system and shall be set up for archiving prior to going live.

F. If new Social Media is approved, it shall be deployed using the procedure outlined in this policy.



EXHIBIT A:  “Terms of Use”

The City of Pembroke Pines is proud to be reaching out to its residents via social media outlets, including but not limited to Facebook, Twitter, Nextdoor and Instagram. The City of Pembroke Pines is a public agency subject to Ch. 119, F.S. (Florida’s Public Records Act). Please be advised that any information posted on any of the City’s social media is a public record, and may be disclosed pursuant to a request for public records. If you would like to make a request for public records, please contact the City Clerk’s Office at (954) 450-1044. We welcome your comments and hope that the conversations here will be courteous. Please remember that you are fully responsible and may be liable for any content you share.  

We welcome all viewpoints, but we reserve the right to delete any of the following content:
· Off topic, violent, obscene, profane, hateful, or racist content;
· Content that threatens or defames any person or organization;
· Solicitations, advertisements, or endorsements of any third party service, product or business;
· Content that suggests or encourages illegal activity;
· Content that violates copyright laws;
· Repetitive posts copied and pasted by multiple users; and
· Content of a political nature, including, but not limited to: content pertaining to fundraising activities promoting or opposing any person campaigning for election to a political office, or promoting or opposing any ballot proposition.

Content posted on this site, other than content posted by the City of Pembroke Pines, does not reflect the opinions and positions of the City of Pembroke Pines, its officials and employees.  The City does not authorize or endorse advertisement on the site.

The purpose of this site is to disseminate general information and engage the public in a conversation.  To conduct official City business, visit our website www.ppines.com or contact City staff by phone, email or in person.  

The City may provide external links solely for our readers’ information and convenience. The City is not responsible for the availability of such external sites or resources, and does not endorse and is not responsible for any content, advertising, products, or other materials on, or available from, such sites or resources. By selecting the link you acknowledge that you are leaving our site and are subject to the privacy and security policies of the external website providers.

If you have any questions or comments about this policy, please email us at mwohlert@ppines.com. 





EXHIBIT B:  SOCIAL MEDIA ACCOUNT AUTHORIZATION REQUEST FORM

Department Director’s name: ______________________________________________
Department: __________                                                             Date: _____________
Social Media Account requested:  □ Facebook □ Twitter □ YouTube □ 

What goals are to be accomplished by department use of Social Media?
1. Please state the goals you seek to accomplish and explain how they serve to advance the City’s strategic goals and branding efforts.



2. Please include an explanation as to why these goals cannot be adequately accomplished by using the City of Pembroke Pines website or citywide social media sites. What alternatives were considered?


















How will the department use Social Media to accomplish these goals?
What type of content will you share?
Estimated frequency of posting.





Department employee(s) to be authorized to utilize Social Media in an official capacity on department’s behalf:
Please indicate employee name, position, and what portion of employee work day/work week you anticipate this employee to spend on Social Media-related tasks.






Director Name: ___________________  Signature: ________________  Date:_______

□ Approved
□ Not Approved           Reason(s):

Communications Division Director Name: __________________ Signature: ___________________ Date: ________



EXHIBIT C:  NEW SOCIAL MEDIA AUTHORIZATION REQUEST FORM

Department Director’s name: ______________________________________________
Department: __________                                                             Date: _____________
Social Media requested: _________________ 


Please explain why a new form of social media is needed to achieve the City’s goals?
1. Please state the goals you seek to accomplish and explain how they serve to advance the City’s strategic goals and branding efforts.



2. Please include an explanation as to why these goals cannot be adequately accomplished by using the City of Pembroke Pines website or citywide social media sites. What alternatives were considered?























How will the department use Social Media to accomplish these goals?
What type of content will you share?
Estimated frequency of posting.





  
Department employee(s) to be authorized to utilize Social Media in an official capacity on department’s behalf:
Please indicate employee name, position, and what portion of employee work day/work week you anticipate this employee to spend on Social Media-related tasks.







Director Name: ___________________  Signature: ________________  Date:_______


Communications Division Director Recommendation:










Name: __________________ Signature: ___________________ Date: ________
















City Manager or Designee

□ Approved
□ Not Approved           Reason(s):





Name: __________________ Signature: ___________________ Date:________


8

